Activity Report for 2013 and 2014 of the Federal Camissioner for Data Protection
and Freedom of Information 25th Activity Report -

1 Reform of European data protection law
1.1 General Data Protection Regulation nearing co  mpletion?

The Council of the European Union and the Europeariiament have been negotiating the European
Commission’s proposal for a General Data ProtectiRegulation since January 2012. | have closely
monitored this reform project over the past tworgedhe project has made significant progress duthe
reporting period, and the Regulation is expectedeé@dopted in 2015.

When presenting its proposals in 2012, the Eurofg@mmission set the ambitious goal of adopting the
General Data Protection Regulation before the Erangparliamentary elections in May 2014. Although
this goal was not achieved, the project made socll grogress in 2014 that the Regulation is likelpe
adopted in 2015.

In my 24th Activity Report (No. 2.1.1), | commentatllength on the Commission’s proposal, its stmect
and evaluation from the perspective of data priedaw.

Although it seemed doubtful at times whether Euavpdata protection reform would ever be realized, t
European Parliament has made decisive progresdivatteform project: Its Committee on Civil Libei
Justice and Home Affairs (LIBE Committee) adoptedaanmon position in October 2013 which was
confirmed by the plenum of the Parliament in Mag&fH4, thereby completing the first reading in the
Parliament. To do so, the LIBE Committee reviewedrty 4,000 requests for changes and compiled a
compromise proposal. This proposal is remarkalde &l terms of its content. Data protection authesi

in Germany and Europe as well as civil society@spntatives have had a favourable opinion about ofios
the recommendations. In my view, they significanthyprove the Commission’s draft, which itself was
headed in the right direction in many areas.

By contrast, the negotiations in the Council of Eneopean Union have been much more difficult, Wwhsc
understandable given the differing interests off®8nber states. However, the way large member states
including Germany, managed the negotiations did leatl at first to rapid discussion. But since the
Parliament has come to an agreement, the Counsilclearly been trying to achieve consensus with
constructive and goal-oriented negotiations. Over tourse of 2014, the Federal Government also
increasingly lent its support.

The Justice and Home Affairs Council agrees ingypie on various chapters and horizontal issueth@f
Regulation: These include the fundamental aspettthe marketplace principle (Art. 3 (2) of the
Regulation; see No. 1.2.7 of this report); the dfanof personal data to third countries (Chapteséé No.
1.2.6); the obligations of the controller (Chapt¥r of the Regulation); and the applicability of the
Regulation to data processing in the public searts of articles 1, 6 and 21; see No. 1.2.1)uiting
specific opening clauses for member states’ nattlama(Chapter IX of the Regulation). Progress \ab®
achieved on other chapters.

Despite this major development, considerable effait still be required under the Latvian Council
Presidency to reach agreement on the entire RégulatJune 2015.



Like my counterparts in Germany’s federal stated Bnthe other EU member states, | have offered
constructive criticism in the data protection pplebate in order to draw attention to the fundaaien
rights of people in Europe.

For example, the 85th conference of the data piotecommissioners of the Federal Government and of
the States (Lander) expressed its position on variondamental issues of the data protection reforits
resolutionEuropa muss den Datenschutz starkEnrope must strengthen data protection; see Ajex
and relevant explanations (see Annex 4). In anatbesolution on the structure of future data pravect
supervision in Europe, the 87th conference of tlaa dprotection commissioners of the Federal
Government and of the States called for strongegitiorientated data protection supervision, foiciefiit
cooperation among data protection authorities andefyally binding powers for the future Europeaatd
Protection Board (see No. 1.2.5 below).

The Article 29 Data Protection Working Party hasoahddressed the General Data Protection Regulation
on a regular basis. In addition to commenting @décisions of the Justice and Home Affairs Cousud

on the so-called risk-based approach (see No.)1i2&so focused once again on the future strecti

data protection supervision and cooperation ameaitg jorotection authorities (see No. 1.2.5).

In November 2014, the European Data Protection i1Sigze in Brussels and | organized an event on the
reform of European data protection law which wagxaellent opportunity for an intensive discussidth
high-ranking decision-makers on the progress ohtgotiations and the remaining open questions.

In view of the global dimension of the processirfigpersonal data and the resulting enormous chadkeng
for data protection, | believe the reform of Eurapealata protection law urgently needs to succedhlen
interest of citizens, but also in the interest o$ihesses and public administration. Only a st®agpean
data protection law can respond to the challengse@ by the Internet, Big Data technologies, cloud
computing and ultimately the sensory and electramipture of all areas of life and thus have a dloba
impact.
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“You can forget about dessert. | can see from ymauk account that you don’'t even have enough to pay
for an espresso.” The EU’s General Data Protediegulation: On holiday with data protection

Source: Greser & Lenz, rdv-online
1.2 Key individual aspects of the General Data Pr  otection Regulation

The overall positive development is made up of malgments, the most important of which will be
considered in greater detail below.

1.2.1 The General Data Protection Regulation shou Id also apply to public administration!

The question whether the General Data ProtectioguRdion should also apply to the public sectohest
than the area of law enforcement, now seems to lheee answered in the affirmative.

As explained in my 24th Activity Report (No. 2.1.1he European Commission followed the regulatory
structure of the 1995 European Data Protectiondiire, in principle including the public sector the
scope of the General Data Protection Regulatioe. Hiropean Parliament did not question this approac
in its decision of March 2014.

However, the negotiations in the Council showed 8wne member states, in particular Germany, are
critical of this approach. This is understandalgizen the fact that Germany has data protection law
especially for the public sector, that has devealopeer decades, with differentiated and sectoriipec
provisions, most of which the Federation and thikefal states want to keep.

I have always supported the aim of preserving segecific data protection law in Germany as far as
possible, where more precise formulations yieldimg same or a higher level of data protection as th
Regulation were concerned. However, | opposed rargothe public sector from the scope of the
Regulation. Instead, | advocated including the joubéctor in the Regulation and creating the necgss



leeway within the Regulation in order not to endartipe overall reform project (see 24th ActivitypRd,
No. 2.1.1).

It was long unclear whether European law would eabbow sector-specific data protection law to be
preserved alongside a European regulation. Unlike1995 Directive currently in force, a regulatisn
directly applicable European law which no longeedsto be implemented in national law and does not
allow such implementation. In its draft, the Consios left room for member state law to govern gerta
aspects of the processing of personal data inubgcpsector. In its proposal of March 2014, thedpean
Parliament took up this approach and further sjgetihe leeway for national laws. In the Counab,ta
large majority of member states accepted includhmg public sector in principle in the scope of the
Regulation.

To address the concerns of the Federal Governnmehthee federal states, the Italian Council Presigen
also pursued the basic approach of the Commissidnttze Parliament further and proposed a general
opening clause for Article 1 of the Regulation.sTtliause is intended to enable the member statetaio
specific rules or adopt new ones for data procgssirthe public interest or by authorities in camgyout
public tasks. Concerns about whether such an ogeniause complied with European law were
successfully resolved. Unfortunately, the Counl bt address the Federal Government's requestiiwh

| supported) to authorize member states to addes rereating a higher level of data protection ttreat
provided by the Regulation.

Additional special opening clauses are to be cdegieChapter 1X; in view of the general openingusie,
however, these additional clauses will cover ohlg balance between data processing and freedom of
expression (see No. 1.2.2), the relation to freedbimformation laws and on the re-use of inforroati
data processing in the employment sector, dataepsirtg for scientific, statistical, historical aathival
purposes, and data processing by churches antbusligssociations.

For Germany, a special focus was the processirgei@onal data by archives in the public interebe T
point was not only to create a reliable framewask the future work of the federal and state (Land)
archives, but also to address the special neetteedederal commissioner responsible for the filethe
German Democratic Republic’s Ministry of State SaguStasi). In particular, it was necessary tokma
sure that data protection obligations — such asigjee to be forgotten — did not conflict with timaportant
public interest in the permanent preservation aralability of significant documents of (contempoia
history. The opening clause proposed by the Cowviltiachieve this.

| agreed with the Federal Government that a higkllef data protection is needed for the processing
personal data in the employment sector and thatritection of employees should, if possible, erdie
requirements of the Regulation. Here it becamer dlest the general opening clause for the publitose
would not suffice, because data processing in thpl@/ment sector is largely conducted by businesses
and other private entities. The Council thereforeppsed a separate opening clause for this purpose,
allowing the member states to further specify gatacessing in this context. Unfortunately, the Fable
Government failed to gain support for its furtheaching proposal to enable member states to maadate
higher level of data protection.

The overall approach sketched out here was appliavadnciple by the Justice and Home Affairs Calinc
in December 2014.

| believe the agreement in the Council represergeaa compromise, on the basis of which most sector
specific data protection law in Germany and othember states can be preserved. As for the remaining
critical points, | hope for improvements in the apgng trilogue between the Commission, the Parligme
and the Council.



1.2.2 Data protection in conflict with the freedo  m of expression?

Can a high court decision strengthening data prtitecat the same time weaken the freedom of express
and information? Some say yes and are therefotengdbr a mechanism to settle disputes in ordeiirid
an appropriate balance between fundamental rights.

The judgment on the Google search engine (see R@&)dbrought applause from data protection officia

| was pleased as well that, with its decision, Bueopean Court of Justice (ECJ) once again recedniz
data protection as an important fundamental righiciv deserves protection, especially in today’'s
increasingly digital and connected world. But tlwait's decision, which will extensively strengthére
protection of personal data, also drew criticisat ihwas too one-sided and would threaten thedtvereof
expression and information. When search engindtseso longer display links to certain content,ythe
argued, this could seriously limit the fundameffits¢dom of expression and information.

| do not share these doubts: The ECJ does notreegtticles and publications not to be found bygsi
search engines; it is only supposed to become diffieult to find them by using a certain combiratiof
search terms which must be specifically relatedh toertain person. For example, a search engine can
continue to display links to a newspaper articlth@ search parameters do not include the speafison

who requested that the link be deleted. Although ey make it more difficult to find certain conteit

does not completely suppress it. Further, them@ ilegal claim that articles can be found in adeangine
(see No. 2.3.2 for details).

And every decision to remove links requires a cahpnsive assessment of all the rights of the caeder
parties, which | believe is crucial. Such decisiomsst of course take into account the right of gheson
requesting that links be removed to control hisher personal information as well as the freedom of
expression and information of third parties.

However, the Federal Ministry of the Interior appaty fears that the parties to the proceedingknei
adhere to these principles, so it has called fduifing a dispute settlement mechanism in the G isata
Protection Regulation: An independent, non-govemtaleoffice would verify in a legally binding way
whether, in response to a request to remove lthksinterests of the authors of the content corzehave
received sufficient consideration and the fundaadenghts of all parties have been properly balandéde
data protection supervisory authorities will cerhainot be bound accordingly, so they may be cdedul
independently of such a dispute settlement mechmaisd, as provided for by the ECJ, can assist perso
requesting links to be removed in asserting theirts.

Although [ principally do not have any objectiomsindependent dispute settlement mechanisms, btlo n
see the need for such an arrangement. The CounttiecEuropean Union has already responded to the
ECJ decision by amending the draft General DatéeBtion Regulation: Article 80, which already cdlle
for reconciling the fundamental rights in questiaas expanded to include freedom of informatiomval

as freedom of expression as rights to be reconeiiéid the right to the protection of personal dathe
member states may provide for exceptions in thegional law to certain chapters of the Regulation.

1.2.3 The risk-based approach

Since the consultations on the General Data PraiadRegulation began, there has been intensivetdeba
over whether to replace or at least supplementtireent regulatory model for data protection withrigk-
based model.

In the General Data Protection Regulation, the pemo Commission has used the same regulatory model
as the European Data Protection Directive of 199% @German data protection law: The processing of
personal data is generally prohibited and is althwaly if the data subject has provided consenif or

processing is allowed on a legal basis. This md@el proved effective, because either data subjects



themselves may decide what happens to their dategislators must decide whether data processing i
necessary and reasonable in the overriding puiiicest.

This model guarantees the autonomy of the indilidnd makes the processing of personal data sontewha
more predictable and transparent. This is espgcadplying in the era of the Internet and Big Data
technologies: The more confusing data processiogrbes, the more important it is to have a transpare
and understandable regulatory framework.

In the course of discussions of the reform of Easeypdata protection law, certain representativebef
business sector, of politics and of science hawve tand again questioned this model, saying that the
general prohibition on data processing limits iret@mn and hinders Europe in the competition witheot
economic areas outside Europe. They say that theelhwoeates major obstacles for small and medium-
sized businesses in particular, while global Intecompanies hardly follow these rules anyway. As o
possible solution, a risk-based approach has begroged which would generally allow the processifig
personal data, at least in the private sectorvandd prohibit or place regulatory restrictions yoh data
processing associated with special risks.

| oppose this kind of risk-based approach and hepeatedly made my opposition clear to my countéspa
in Germany'’s federal states and in the Article 28rkdhg Party. Already in its decision on the popioia
census of 1983, the Federal Constitutional Coudariticlear that there were no longer any meangisgle
data in an era of automated data processing. Demerah the context or combination with other
information, every piece of information about adiudual may be both trivial and extremely reveglin
This is hard to predict, which means it is diffictd make a standardized assessment of the rigjislators
can only regulate the risks they know about. Bug tlhiould not be compatible with the individual's
fundamental right to protection.

A risk-based approach understood in this way wdulitdamentally undermine the protection of data
subjects: Under current law, every new infringenwrihe right to determine the use of one’s infdiora

in legislation and its application must be justifiéoth in terms of policy and in practice with gvact of
processing. This places the burden of justificatiarthose who want to process the data. If thisciple is
reversed, then data subjects must explain whyinattda processing is risky. This would seriousaken
their position.

In my view, the current model of data protectiow,lavhich the General Data Protection Regulatioo als
follows, does not hinder innovative business madélse ability to innovate cannot mean that every
technical solution and business model is permitteith the law having to conform to that. Instead,
technical solutions and new business models mudtifinovative ways to adapt to the existing reguiat
framework, which certainly continues to develop. ttWits strict data protection law emphasizing
fundamental rights, Europe can be a pioneer inldpiregg business models that promote data protection
and are therefore trustworthy. European compariesld view this as an opportunity and a competitive
advantage.

For these reasons, proposals to make the lawfubrefissidamental rights of data subjects dependhen t
risk associated with data processing have fortiyhatg found support in the European Parliamenther
Council.

But the General Data Protection Regulation stithtams elements of a risk-based approach, especiall
when it comes to technical and organizational gatdection. This is not new, but is already in B8R
data protection law: According to Section 9 of Fexleral Data Protection Act, controllers must takby
those measures for which the effort involved issoeable in relation to the purpose of protectione T
General Data Protection Regulation builds on thmdeh and lists a graduated series of elements of
technical and organizational data protection basedhe risks to individuals. This applies both he t
individual measures to be taken, for example enimypand to the question as to when to condudta d
protection impact assessment or when to consuliupervisory authority.



Chapter IV of the Regulation, which the Council laggeed on in principle (see No. 1.1), follows sach
risk-based approach.

1.2.4 Strengthening pseudonymization

On 24 October 2014, the Federal Government sergran@n note to the Council Presidency concerning
the pseudonymization (as opposed to anonymizatigrgrsonal data (see No. 2.2.3).

The purpose of the paper is to increase the upsafdonymization of personal data in order to im@ro
protection for data subjects. The note proposedlgging the pseudonymous processing of persorat da
In the case of pseudonymous data processing, tfigmlate interests of data subjects would have less
priority relative to the controller’s legitimatetarest than they would in processing not usingptiogection

of pseudonymization. The paper also proposed amghtine right to use an alias (pseudonym) in social
networks instead of real names.

| welcome this proposal, especially since it talgesnany of the ideas | suggested at expert lewahglthe
process of interministerial coordination. Modenagetivileging pseudonymous data processing is ceyta
a feasible way to create incentives for this amgioprotective measures.

But a shorter and more concise definition of pseydozation would have been desirable. The proposal
contains some redundancies and is not sufficiemtgnted on the existing terminology.

| also support the proposal to be able to use kpetaorks without revealing one’s own identitythaugh

the proposed addition to recital 24 of the Regaolattating that this right may not conflict withwia
enforcement measures seems problematic. In thechest this is only intended to clarify that powers
provided by criminal law and the law on criminalopedures remain unaffected; in the worst case,
however, it could be interpreted to mean that alwkge of users should be created for comparisdn wit
data from Internet access providers as a kind t&f ggention which would allow extensive surveitlarof
Internet use.

| also approve of the clear distinction betweenudsaymization and anonymization. As the proposal
makes perfectly clear, pseudonymized data arepstitonal data and are absolutely not the equilvalen
anonymized data. As a result, they are coverechbystope of existing and future legislation. Théeno
clears up the widespread misconception that psgmiiaed data can no longer be traced back to afapeci
data subjectnstead, pseudonymization represents a purely gieéemeasure.

It remains to be seen whether these proposaldwittonsidered, given the advanced state of neigoisat
in the Council of the European Union. | hope theij w

1.2.5 The future of data protection supervision

The increase of cross-border data transfers inarse of a global economy and the growing supply o
goods and services via the Internet require claacpdures for businesses and — also in the measfing
citizen-friendliness - effective cooperation amdmgdata protection authorities within the EU.

For this reason, the European Commission propdsedtinciple of a single contact point (“one-stop
shop”) in the draft General Data Protection RegutatBusinesses with multiple branches within thé¢ E
should be able to turn for assistance to the dedteqtion authority in the member state in whichirth
headquarters are located. This so-called lead atythmould be responsible throughout the EU for all
supervisory authority measures and decisions comgethe business in question; it would be requiced
cooperate with the competent supervisory authsridienational level. The Commission also proposed a
mechanism for coordination in certain cases whettiplel member states are affected by a processing
operation. Known as the consistency mechanisng intended to bring about uniform data protection
within the EU (see the 24th Activity Report, No124).



The one-stop shop was intensively discussed iEtlmepean Parliament and in the Council.

In its decision of March 2014, the Parliament sufggbthe approach, proposed by the Commission, of a
“lead data protection authority”, but also spokeé wufavour of a stronger role for the European&Dat
Protection Board, the successor to the currenclar9 Working Party, which is supposed to be able
come to decisions in individual cases that willdirding for the competent national supervisory atriti.

By taking this approach, the Parliament has turagainst the power the original draft of the Redaoiat
gave the Commission to issue implementing actaisoire the proper application of the Regulatiorhose
cases in which more than one supervisory authevdag involved in the framework of the consistency
mechanism (see No. 3.1.1 on the concept of impléngeacts).

The one-stop shop was also intensively discusse@oaincil level during the reporting period. The
Lithuanian Presidency was able to bring about sstsmlial preliminary result at the Justice and Home
Affairs Council in October 2013, where the membiates approved the basic idea of a one-stop shop
intended to enable the lead authority at the ctette EU headquarters to make uniform and
unbureaucratic decisions in important cross-bocdses.

However, the negotiations left open the questionoasow far the decision-making powers of the lead
authority should extend. Nor were the member stalbds to agree on what powers the future European
Data Protection Board should have if supervisothauities involved in a multilateral case cannateggon
how to proceed. Some member states, including Gernthought that the Board should be able to make
binding decisions concerning the application of Regulation. Other member states argued in favbur o
stronger decision-making powers for the lead aitthor

The negotiations also focused on how the singleaobmoint should be designed to be as citizemdiie

as possible: Citizens are supposed to be ablek® tteeir questions and concerns to their local data
protection authority and should not have to wortyowt questions of jurisdiction or coordination
mechanisms. In the Council negotiations, this resmdly led to the question of how the differentalat
protection authorities at the company’s headquadad at the data subjects’ place of residencel @mhe

to the same decisions. In December 2013, the Cimiricegal Service therefore issued an opinion
proposing that the European Data Protection Boawlld have the power to make legally binding
decisions in certain cases in which measures 8l lmapervisory authorities would not be sufficiemnt
their own.

Next, the Italian Council Presidency developed alehdeaving the responsibility to monitor and pinis
violations of the Regulation and to process comdaifrom the public in principle to the national
authorities, while requiring them in cross-bordases to work with the lead authority at the coters

EU headquarters. According to this model, not dhly national authorities, but also the nationalrtsou
should continue to be responsible for dealing veitimplaints lodged by individuals. According to the
Council, and similar to the position of the EuropeRarliament, the European Data Protection Board
should act as a dispute settlement body which calrertegally binding decisions if the lead authostyd
affected national authorities cannot agree on lwproceed.

| have been closely involved in the negotiationgto one-stop shop and the future role of the Eeaop
Data Protection Board, at both national and Eumopleael. For example, at my initiative the data
protection conference in March 2014 adopted a wésol on the structure of future data protection
supervision in Europe (see Annex 7). In the regmitthe conference calls for the European Data
Protection Board to have the power to make ledafiging decisions.

During the reporting period, the Article 29 Workifgarty also repeatedly addressed the one-stop shop
issue. At my initiative and based on the resolutibrihe data protection conference, the WorkingyPar
drew up a joint position paper that the Working @rs chair sent to the Greek Council Presidency in
April 2014. In the paper, the Working Party alstiscéor a stronger role for the European Data Ritite



Board which should be able to accept binding gindsl or other measures. Like the German supervisory
authorities, the Article 29 Working Party also oppd EU-wide compliance procedures.

The” one-stop shop” issue has seen an overalliposievelopment at EU level within the past tworge&
believe it is crucial that the national data prttetauthorities should emerge stronger from tlyéslative
process, with new procedures for cooperation acid@-making which will enable uniform and effegti
action in cross-border and EU-wide cases. Coompergtiocedures and cooperation within the European
Data Protection Board must be practical. No unnealsly bureaucratic burdens should be created far da
subjects, companies or data protection authorities.

Implementing the cooperation mechanisms requiredhley“one-stop shop” principle will be a special
challenge for Germany, with its federal divisionpafwers. The existing structures, with 18 Germata da
protection authorities, each having its own areguo$diction, will have to be reviewed by the tirtlee
General Data Protection Regulation is adopted surenefficient and also citizen-friendly data potitn
supervision. My office and | will then have to take major new tasks in connection with the European
Data Protection Board'’s role, which will be muctgler than that of the Article 29 Working Party.

1.2.6 Transfers to third countries, Safe Harbor, impact of the Snowden affair

Cross-border flows of data and information havedree routine in our globalized and interconnected
world. The relevant rules in the General Data Potiten Regulation build on the system and princijgikes
the 1995 European Data Protection Directive (95E®).

The General Data Protection Regulation allows tiatasfers from the EU to third countries when these
transfers are based on decisions of the Europeami&sion concerning the level of data protectiothi
recipient state, on legally binding safeguards saghinding corporate rules to protect personal,daton
standard contractual clauses. In the absence ¢f safeguards, data transfers may be allowed only in
certain exceptional cases for certain situatiorfinelé in the Regulation. For example, data tramsster
third countries may be allowed if the data sublext expressly consented to them or if they areinedjby
contractual agreements with the data subject dhéylata subject’s vital interests. But the Regutadlso
includes rather vague conditions for exceptionghsas “important reasons of public interest” or the
legitimate interests of the controller (see below).

These rules for data transfers from the EU to tbadntries were kept by the European Commissidtsin
draft of the Regulation and approved by both theopean Parliament in its decision of March 2014 and
the Council in June 2014. After more than two yeafrsiegotiating, this was the first time the Colinci
reached political agreement on part of the dra@iiRaion (including approval in principle of the-salled
marketplace principle; see No. 1.2.7).

The European Parliament and the Council still seeed for revisions, among other things to the oble
the European Data Protection Board, which is sugghds provide an opinion on the level of data
protection in a third country before the Commissioakes its decision regarding the adequacy of data
protection there. The Parliament also believes ttietvalidity of adequacy decisions already madé¢hen
basis of the 1995 European Data Protection Direcdivould expire five years after the new Regulation
enters into force. This would also affect the Ewamp Commission’s Safe Harbor decision 2000/520/EC
(see also No. 4.7.1). In addition to the “classisStruments such as binding corporate rules anttlatd
contract clauses, data transfers from the EU td #twuntries based on appropriate safeguards waisid

be allowed on the basis of approved certificatiomchanisms and, in the Council’s view, of approved
codes of conduct as well as legally binding inseuatas between public authorities or bodies.

In contrast to the Commission and the Council BEbeopean Parliament opposes allowing transfersitd t
countries which are not large-scale or frequert afsthe basis of the legitimate interests of ihetroller

or processor. | agree with this position. This reesgeption for “legitimate interests” must not beeothe
rule for data transfers to third countries, as thisuld undermine the more specific data protection



instruments such as standard contracts and camtacitauses and consent of the data subject. In its
opinion of September 2014, the Article 29 Workingrtl? also emphasized that data transfers to third
countries on the basis of “legitimate interestsbudtd be the exception (see WP 222 of 17 September
2014).

The debate over protecting Union citizens’ persafeah from third-country government authorities was
fuelled by revelations of the U.S. National SequAgency (NSA) programme PRISM in 2013 (see No.
2.1). As a result, the European Parliament cabechfiding a specific article to the Regulation @ning
data transfers to government authorities and cauitsrd countries. The Parliament’s proposedsievi to
Article 43a would make clear that the EU would neitrecognize nor enforce decisions by courts and
administrative authorities of a third country raing controllers to hand over personal data unlaibs
down in international agreements on administrabivenutual legal assistance. In the individual caseh
data transfers would require the permission of da¢a protection authorities and other competent
authorities of the EU member states.

| agreed with this demand, which the Article 29 Wiog Party had already made in its March 2012 apini
on the Draft Regulation (WP 191 of 23 March 2012} aepeated in its opinion of September 2014 (WP
222 of 17 September 2014). Creating such a ruleldvoot stop foreign intelligence services from
operating in Europe, but it could create a cermmount of transparency regarding such surveillacmeld
help maintain proportionality and above all craatentives to conclude international agreements.

To my regret, however, the Federal Governmenttainie in September 2013 to include a similar rule
(here under the designation of Article 42a) in Gbal of the Regulation was not adopted by the Cdun
Under what conditions third-country government auties may gain access to Union citizens’ personal
data is a question which requires intensive digonsagain in the upcoming negotiations between the
Commission, Parliament and Council.

1.2.7 Adequacy to deal with the Internet, Big Dat  a, profiling

| disagree with the occasionally expressed criticihiat the General Data Protection Regulation is no
adequate to deal with the Internet. The discussichis issue must not lead to lower standardsabé d
protection in the Regulation. | support the FeddgBalvernment’s efforts to regulate the creation of
profiles.

Along with harmonization, modernization is an egplgoal of the reform of European data protectam.
The General Data Protection Regulation is interiddagpdate the principles of data protection in eftend
unchanged since 1995, when the European Data Rootdgirective entered into force, in line with the
digital revolution and the demands of global deaffit.

Within the Federal Government, doubts have sometibee=n expressed as to whether the Regulation is
adequate to deal with the Internet. Critics havid #aat the Regulation is insufficient to manageada
protection challenges arising from cloud computiagial networks, data processing by mobile praogss
systems (“wearables”), Big Data analyses and eitengofiling. They say that tried and tested legal
instruments such as consent and transparency muess be questioned, while additional safeguards, or
possibly even entirely new approaches, are needed.

| disagree with these criticisms. Even today phesmmensuch as cloud computing and Big Data can be
managed and used in compliance with data protestmmdards, as long as strict data protection rares
followed. For example, cloud computing within thé& Ean be treated as third-party data processing;
outside the EU, it can be governed by the rulethod-country transfers. Big Data applications ebhk
designed to comply with the law even without reipgirdata subjects’ consent by following the priheip

of purpose, necessity, data minimization, propogliy, transparency and technological data pratect
and using pseudonymization and anonymization. ®yepkinciples of data protection law which already
exist today, such as the autonomy of the individtrahsparency, purpose, relevance and necesaity, c



therefore provide effective protection and enshad tlata protection law remains neutral with regard
technology, which everyone wants. Such neutratitglso necessary, given the rapid pace of innavaitio
would be short-sighted to try to create new dateotion legislation for every new technology. The
fundamental principles of data protection mustefae apply to Internet-based data processing ds we

However, the argument of inadequacy to deal with liernet is sometimes used not because data
protection law lacks safeguards, but on the conttecause it supposedly creates too many barriers.
According to this argument, European data protactaw is an obstacle to competition in the digital
market because it does not allow EU companies twlilet companies in third countries, namely leading
U.S. companies, are allowed to do. | do not find trgument convincing either, for several reasons:
Firstly, the marketplace principle in the Regulatineans that European data protection law alsdessptol
third-country companies which offer goods and sswiin the European market, thus ensuring the same
conditions for competition in Europe. Secondly, dnhean data protection law should not aspire to
legitimize Big Data analyses or other data procesbiy reducing legal requirements, simply becausé s
processing is technologically possible. Law shawd follow technology but rather has the respotisibi

of setting appropriate framework conditions forhiealogical developments. This is why | oppose k-ris
based approach in which the regime of data prateddw is supposed to apply only to high-risk data
processing (see No. 1.2.3).

On the other hand, | agree with the Federal Govemrthat the requirements for profiling are not yet
sufficiently defined in the Regulation, even thougtofiling is certainly not a purely Internet-spici
problem, given the many possible applications ferubehaviour, movement and other personal psofile
In particular, regulation should not be limitedth® detrimental effects of a decision made on #eishof
profiling; instead, regulation should start muchlieg namely with the profiling process itself. \hthe
European Commission’s proposal only refers to measpased on profiling, which may neither be elytire
automated nor have legal effects nor cause sigmifibarm, the European Parliament’s proposal costai
important improvements. But the Parliament wanés hohibition on profiling to apply only if profitig
results in measures which produce legal affect$hierdata subject or have similarly significaneeté on
the interests, rights or freedoms of the data stibjghe Council’s position on this issue is not gigiar. |
therefore support the Federal Government’s desimedulate profiling regardless of which requiretsen
apply to a decision based on profiling, such asd@sibn not to conclude a contract.



2 Basic policy issues

2.1 The NSA scandal

2.1.1 The NSA scandal: For they know (not) whatt hey do?

The NSA scandal has been a major focus of my @esigince it broke, but no tangible results hase y
been achieved. This was also due to a lack of catipe.

As Edward Snowden revealed, U.S. and British iigiefice services have intercepted, stored and aahlys
massive amounts of telecommunications (telepholig, eamails, text messages, Internet use, etdafen
absence of specific suspicions - on a scale preliounimaginable. The surveillance also extended to
persons in Germany, including holders of high peait office. To investigate the matter, the German
Bundestag unanimously agreed to create a parli@meabmmittee of inquiry, which began its work on 3
April 2014. The committee is charged with invedtiigg not only the activities of foreign intelligemc
services (see Bundestag printed document 18/84B8dflarch 2014). It is also investigating whether
German security authorities were involved in thasvities and whether national laws or restricsiovere
violated or circumvented, for example whether Germathorities received data from their foreign pars
that they would not have been allowed to gathereur@erman law, or whether German intelligence
services collected data in Germany for foreignliigience services which German law would not have
allowed the foreign intelligence services to cdlléso-called exchange of “rings” - Bundestag @ht
document 18/843, 1.7). The committee is also loglkah how the intelligence services are superviset a
whether they and the ministries responsible foresuiping them have met their obligations to provide
information to and cooperate with regulatory bodiegluding my office (with regard to the Federal
Commissioner for Data Protection and Freedom adrmétion, see Bundestag printed document 18/843,
.12, .17, 11.5). The committee has agreed tanet represented by my staff, participate in thedetimgs.
This is the first time my office has been includedhis way, and | welcome it. | will do my utmotst
assist with the committee’s investigation.

Immediately after Mr Snowden’s revelations werestfimade public in June 2013, | asked the federal
intelligence services (Federal Office for the Pecttan of the Constitution (BfV), the Federal Inigénce
Service (BND) and the Military Counterintelligen8ervice (MAD), the Federal Foreign Office and the
Federal Ministry of Justice for information and explanation. Under applicable law, they are regltoe
assist me in fulfilling my responsibilities. Thdanmation | requested was necessary among otheggtio
prepare and carry out local inspections. Despiterepgated requests, the Federal Ministry of therilot
and the BfV refused to give me the informationkeasfor with a hint to my supposed lack of compeg&en

in this area. In September 2013 | submitted a fooomplaint and publicly complained that these sefs
were serious violations of the law. But that did get me the information | wanted either. | do have
any further-reaching means of applying sanctions.

Despite these obstacles, | did conduct initial @ipns at the BfV and BND. The inspections atBiND
were especially time-consuming and labour intensimd will probably require additional time. Due to
confidentiality rules | cannot provide any furthéatails in this report. | will report my investigats and
inspection results to the responsible authoriteeallbwed by law. | will be able to make a finat@ssment
only after | have completed my inspections.

As soon as Mr Snowden'’s initial revelations becgrablic, | offered my assistance to the parliamentar
control panel and the Bundestag’'s G 10 Commissi@pansible for supervising the federal intelligence
services in investigating the matter and optimizing oversight of the intelligence services. Asedoin
previous activity reports (see 24th Activity Repado. 7.7.1 ff.), there are serious shortcomingthwi
regard to the supervision of the intelligence smwiand the structure of supervision required Wy la

In the meantime, the Federal Ministry of the Irdegonceded that, to carry out my legally mandsés,
| may access and use personal data gathered putsuhe Act to restrict the Privacy of Correspameks



Posts and Telecommunications. This is an impogtagt towards remedying these shortcomings, bubby n
means sufficient. Regulations and/or clarificatema needed. They are yet to come. | greatly réigesfact
that legislators did not adopt the necessary amentinfor example in the legislation that will makeg
office a supreme federal authority effective 1 Zap2016.

| recommend that legislators should remedy thisctdefis quickly as possible. | also call on them in
particular to allocate sufficient personnel anderiat resources to conduct adequate inspections.

| have already referred to this in my report to German Bundestag on surveillance activities by. U.S
intelligence services in Germany (Bundestag pridi@climent 18/59 of 15 November 2013).

My report to the German Bundestag also containspcehensive assessments of the legal situation at
national and international level, a description exkisting problems and my conclusions and
recommendations for action. | have referred to fhidblic report in committee meetings, interviews,
lectures and publications.

But | would like to stress here once again that digtem of checks and balances for the intelligence
services requires major readjustment. Especiallyes?001, the tasks and powers of the securityositids

have been greatly expanded, along with their perslioresources and budgets; overreaching cooperation
between intelligence services and the police han betensified at national and international level;
enormous central databases have been establisited; mew security structure has been created. g&Wwe n
national centres for cooperation between federdlstate security authorities (such as the Jointr€dar
Countering Extremism and Terrorism (GETZ)) servexamples of this development.

The bodies responsible for supervision have notwedpd in parallel, so there are serious legislative
deficits which must be remedied as soon as posgiblthe citizens’ interest. As the result of this
development, | am no longer in a position to casmt my legally mandated tasks of advising and
monitoring appropriately with the limited personaeld material resources at my disposal. So | amrads
longer able to effectively perform for the citizeogncerned the compensation function stressed &y th
Federal Constitutional Court in its decision on & on Setting up a Counter-Terrorism Databasa, ith

to determine for the persons concerned whetheesitterference by the security authorities hasatéal
their rights. According to the Federal Constitutib@ourt decision, such reviews are extremely irtgoar
because the persons concerned as a rule have nof wagwing about such secret interference. | utlgen
call on legislators to fulfil their responsibilifeand create a balanced relationship between seeuni
supervision.

This is vital to protect fundamental rights and public trust in efficient, independent regulatdmydies,
and thus for essential elements of the democratcaf law.

I recommend to the legislator, when taking the ssag/ action, to consider the resolutions of the
conference of the data protection commissionetiefederal Government and of the States (Landiér) o
September 2013 and 9 October 2014 on the unlavgsiioé surveillance without just cause and on the
effective supervision of the intelligence servi¢ese annexes 6 and 11).

2.2 Big Data

The processing of larger and larger amounts of d#a taken on new dimensions thanks to advances in
storage technology. Today, the necessary storagmoities and computing power are available to
combine and analyse massive amounts of data freariety of sources. New ways of using these massive
amounts of data, known as Big Data, in very difieegeas are constantly being found.



2.2.1 Big Data: Opportunities and risks

It is said that the global volume of data doublesrg two years, due to the digitization of daifg land the
urge to convert as much as possible into digitainfoNew methods and technologies are being used to
develop new fields of application in connectionhwdbmputing by means of large amounts of data. Both
the private sector and government institutions geeat potential in the use of Big Data. Howeverl#o
poses risks for the right of informational self@aination.

The most common explanation of Big Data describes icalculating and analysing large and complex
amounts of data which may also be dynamically cimgngThe data may be unstructured or partly
structured and be a conglomeration of a varietydata collections. Advances in storage technology,
computer performance, methods and algorithms maessible to analyse such large volumes of data in
close to real time.

The data come from a wide variety of sources: $equeries, customer and call-related data from lmobi
networks, data from social networks such as Fadeldogs and e-mails, energy consumption data from
energy utilities. Data from highly diverse souregs combined in order to conduct more comprehensive
and precise analyses. There are now numerous Baydpalications:

In medical research and early detection, for exanfpig Data are used to try to determine whichtineat
is best for the patient. Analysing large amountslatf is supposed to help determine which medicasio
the best, with the aim of developing an individyadlilored therapy for each patient.

Data centres generate comprehensive log files radugajunctures. These are combined and analysed to
detect anomalies, such as attacks or unlawful datafueries, alterations to systems or manipulation

Real-time analysis of search queries is a good pbawf a Big Data application: An unusually large
number of queries in a particular region relatechtbospital or flu remedy may indicate that a major
outbreak of flu is on the way.

Smart meters send a flood of data to energy eslifsee 24th Activity Report, No. 10.1) which tloayn
use to monitor and direct the flow of energy. H@8ig, Data technologies can help manage fluctuations
the production of wind and solar power and offestomers individually tailored rates. But they atsake

it possible to keep track of what customers areglak different times of the day, for example,ratidated
by their energy use measured at brief intervals.

Big Data applications that use personal data asnahcompatible with the law. They come into citfl
with the fundamental data protection principlepofpose, necessity, proportionality, direct coltatiand
transparency. Big Data processing of personal idalegal only with informed and voluntary conseft o
data subjects, but as a rule, obtaining consergiiker possible nor practical. This is why anorgation is
crucial to Big Data applications. Given the growingllections of data from highly diverse sources,
however, even the use of anonymous data posels thaiscombining data may make it possible to idignt
specific persons. Thus Big Data applications mestiésigned to ensure that no individuals are orbean
identified at any stage of processing. It is naiwggh if the data base on which the analysis isdbaaanot

be used to identify an individual, if, in the coaief processing the data combining information weitter,
also de-personalized data may make it possibleldatify specific persons. Especially if using highl
selective criteria for analysis or a small refeeegegoup, the result of a Big Data analysis may niake
possible to identify specific persons. Here, ibadlepends on whether third parties to whom theyagell
data are sent can identify specific individualsngsthe existing possibilities for identificationhd first
example of this is the U.S. company AOL’s ofteredipublication in 2006 of search results from 810
search engine: Although the AOL user IDs had beemamized for the search results shown and replaced
with a number, the combination of the entirely liafed search data enabled significant and detailed
personal identification, because many users hactlseg for information of personal interest to them,



including their own names, local addresses, famid@mpanies own websites, or the names of family
members and friends.

Further, there is a general problem of applyingngndzed analysis results to an individual. Everutio
Big Data analyses use anonymized data, applyingdhelts to an individual who matches the results
constitutes identification of an individual. Asesult, individuals are identified if analysis résudre used

to determine or influence how someone is treatejudged. For example, it is standard e-commerce
practice for a customer to be offered a range pifr@ent options which depends on the likelihood treabr
she will not pay. Calculating this risk is basedtba anonymous analysis of a large number of pusvio
cases. The results of this analysis are appli¢kdet@ustomer’s available data in order to calculagerisks.
Such credit scoring is naturally imprecise becausees not predict actual behaviour but only claltas
probabilities — with potentially serious consequesnior the individual.

Big Data will probably continue to grow even momgpbrtant as additional possibilities for applicatend
new data collections increase. Although | see gopgiortunities here for the private sector, Big &at
applications must address compliance with dateeption at an early stage and keep evaluating ivane

In general, a regulatory framework is needed, ggilde with global scope. The European General Data
Protection Regulation, which is currently being oigied, marks a first important step in this di@t, as

it would lead to a harmonized level of data pratechot only in Europe. With its marketplace priplei

and the rules for transferring data, it would hamdémpact well beyond the European market.

Further, technological approaches are greatly nktmi&eep the dangers described from becomingyeali
For example, smart mechanisms for anonymizatiostrmng pseudonymization help make it possible to
use Big Data technologies in a way compatible wi#tta protection. This would also create enormous
potential for innovation in the European IT indystr

Box for No. 2.2.1

Data protection requirements for Big Data:

1. In general, it is necessary to “securely” anoixgnmpersonal data at an early stage of processing;
however, Big Data applications run the risk ofderitifying individuals later. So requirements ofada
protection law must always be kept in mind, evesugh the data are supposedly anonymous.

2. Using a data protection impact assessment dtineglesign phase could help make systems prptect
personal data better.

3. Limiting the combination of data, reducing tlemdth of retention, ensuring greater supervisian| fo
users:

If the amount of available data is reduced alrestdyne time of collection, then these data whiateh
been “economized” are no longer available for Bagdbuse at a later stage.

4. Creating transparency and freedom of choiceshyiring data subjects’ consent.
5. Documenting responsibilities (Where do the datae from? Who collected them?).

6. Applying special safeguards to the use of esfigciensitive data for purposes other than those f
which they were originally collected.




2.2.2 The “Internet of Things”

Big Data is everywhere, even in this Activity Rép&@iobal developments regarding the “Internet of
Things” (IoT) are giving further impetus to datagbection issues.

For a number of years now, in the private sectspgeeially in trade, products are being recognisgd b
means of RFID-systems (see No. 8.6). Logistics @onigs use these systems to manage goods, and in
manufacturing, they are used as unique identifarg€omponents, for example in assembling vehidles.
future, business and industry would like to expandh tracking of products and parts by enablingemor
and more devices to connect to the Internet inrdabe able to communicate with each other. Corssm
are sometimes unaware of this. The makers of thesgucts promise that this technology will make our
lives easier and more pleasant, for example wigiane to motor vehicles or health care. Becausdof t
topicality of this issue, the International Confece of Data Protection and Privacy Commissioners
addressed it in 2014 (see No. 4.3 and the box helow

Many products already contain data sources for Baga and the Internet of Things, as the following
examples show:

A modern television set is practically a computé&hwa large monitor; a video game console is a detap
media centre in a child’s bedroom; and a fitnessthand combined with a smartphone is a data centre
with very personal information about its user. Omenders whether it is possible to use these new
technologies of the entertainment industry witheatrying.

With the new video game consoles, protecting cbilth personal data has become a concern: The latest
generation of devices has sensors, cameras andotegles to recognize different players and their
movements or to respond to commands by gesturgsoten key words. Users can hardly control what the
device records about them. A console constantlisterg all kinds of personal information aboutuger:
reaction times, learning capacity or emotionalestat his information can then be processed on tamret
server and possibly even sent to third parties. @i subject has little control over whether this
information is ever deleted.

In some cases, all it takes to active the systaars@oken keyword. So users worry that everythieg say
could be stored and analysed, with the consolen@dis a “bug”. | think it is unlikely that device
manufacturers will abuse the microphone surveibafeature, as some fear, but hackers could be a
potential threat by taking advantage of vulneréegi when data are sent over the Internet. On some
models, the console itself conducts facial recagmitThe camera is able to recognize users’ emst@n

the number of persons in a room. This is valuabferination for advertisers and market researchers.
Ultimately, one must trust that the manufacturdlr mat secretly collect data and will obey the sitd data
protection.

Modern TVs too now have the potential to spy orirtheners. In the 1990s, television sets were bt y
“smart” or connected to a network. Since then,ntivirooms have become *wired”, with all kinds of
devices, such as BluRay players, hard drives, tabfmme consoles and smart TVs connected via Wi-Fi
routers. The Internet has moved from the classsktde computer into all sorts of terminal devices.

With the help of the new smart receivers with hadmigles or smart TVs, not only can users acceddradls

of media formats, they can also view various addél information on hybrid broadcast broadband TV
(HbbTV), the successor to teletext. HbbTV deliverspared information from TV broadcasters and their
media libraries via the Internet. This is a wondktfiing in theory, but it means that the TV sesbatends
large amounts of data back to the Internet, posgibhbling users to be identified. This is all dzesier if

the TV set also transmits a unique device idemtift® third parties may be able to find out what yoe
watching at any given time, and they might be dableombine these data with other data, such as user
profiles from other Internet services.



Another current trend is fithess wristbands whiebord and monitor movement and health data such as
heart rates and movement during sleep. All the ale@accessed using a smartphone or PC and dftenl st

in the manufacturer’'s cloud. The new generatiomobile telephones also has sensors which use §pecia
applications to collect data about us. With thepha built-in position tracking, this informatiors ithen
combined with spatial data, making it possiblereate highly personalized movement and health Ipsofi

In this way, your mobile phone becomes the hublloyaur activities and thus also a data centre. New
devices such as smartwatches will further advahisettend. Health insurers have found an openirgen
market and are already giving customers free fitvesstbands to test whether they can help in dietgc
illnesses. Special caution is required above admih comes to health information: You should neyige

third parties any information which could be usedcteate health profiles or indicate the existeote
illnesses. Who knows whether these data could wmylour disadvantage in future (see No. 13.1)?

Various manufacturers and financial institutions ar the process of testing or introducing the @pwf
mobile payment using near field communication (NF)e electronic wallet could soon supplement or
even replace other methods of payment. At the mgrhemvever, only newer and more expensive mobile
devices have the necessary chip. With all of tleetednic devices of entertainment referred to lese
examples, there is a risk that personal profiles lve created and data protection law violated. this
reason, the various working groups of the DissédddKreis and the conference of data protection
commissioners have to keep on top of the latestifrelt remains to be seen what new technologiewilve
face in the future and whether all these new teldgies and devices will succeed in the market despi
data protection concerns.

Box for No. 2.2.2

The 36th International Conference of Data Protectind Privacy Commissioners on 13-14 October 2014
(see No. 4.3) prepared a declaration on the InteoheThings recognizing self-determination as |an
inalienable right for all human beings (availabferoy website atvww.datenschutz.bund.i€The Internet
of Things increases the risk either that busineaseésauthorities will acquire personal informatemout
us, or that we will adapt our behaviour accordind@pth interfere with the right of informationallse
determination. The conference therefore made ttmsimg recommendations:

- The quantity, quality, timeliness and sensitivitlydata collected by the Internet of Things wi
continue to grow. Such data should therefore bartel as personal data.

- Business models based on the Internet of Thingst rhe sufficiently transparent and explain
which services are accessing which data.

- Ubiquitous computing (see 23rd Activity Reportp.NL.5) will continue to grow in importance,
making possibilities for anonymous use and oblgyetito minimize the data collected (Section 3a
of the Federal Data Protection Act) ever more irtgparas well.

- Consumers’ privacy must be protected from thesetuusing Privacy by Design, Privacy py
Default and the like. Data protection and secugifitguld be regarded as key selling points.

- The Internet of Things also poses significantllenges to IT security. To minimize the risks
associated with the Internet of Things, end-to-eecurity is needed not only for communication
between individuals (such as e-mail), but alsocfimmunication between devices, for example to
protect against eavesdropping by other smart dgvice

- Data protection legislation and the EU’s new GahPata Protection Regulation must be able to
deal with the demands arising from Internet of gsitechnologies.




A subgroup of the Technology Subgroup has alsoighudd a paper on the Internet of Things (see [No.
3.1.4). The International Conference also adoptexsalution on Big Data (also available in Englishmy
website www.datenschutz.bund.fle

2.2.3 Effective anonymization and pseudonymizatio  n, please!

Privacy-enhancing technologies are an important fooprotecting personal data and achieving classi
data protection aims. But these measures mustfeetigé and possible residual risks taken into acto
This also applies to the anonymization and pseuniagtion of personal data.

In an era of massive amounts of data (see No. Rr8)ecting personal data is increasingly importémt
particular publicly accessible data, known as “ogata”, offer enormous potential, whether for recea
purposes or because they are available free ofyjeh&ut if data can be traced to a specific indigic
publishing them or making them available to otlens be problematic in terms of data protection law.

In addition to the technical and organizational suees pursuant to Section 9 of the Federal Data
Protection Act, anonymizing and pseudonymizing @eat data are effective ways to protect them. Bet t
two processes are often confused with each ottentionally or unintentionally.

The difference between anonymization and pseudonymation

The Federal Data Protection Act defines anonynompafis altering personal data in such a way that
information concerning personal or material circtanses can no longer be traced to an identified or
identifiable natural person without unreasonabferefsee Box A below). This definition refers toth
absolute anonymization and anonymization in fatte Tatter is the case when data can be traced to a
specific person only with disproportionate effoAnonymized data are not covered by national or
European data protection legislation.

By contrast, pseudonymization involves replacing ittentifying features of datasets with other idf&ms
(pseudonyms) (see Box A below). Pseudonymizatigmesents a useful protective measure, because it
may be desirable to retain some connection betteeariginal and the pseudonymized data (for exampl
to report research results to data subjects), thahoig should be allowed only under strict conaiiand

for a limited group of people. But pseudonymizatieomot the same as anonymization. Pseudonymized
data are still personal data and are covered ligrnztand European data protection law.

Effectiveness of anonymization

As early as 1997, Germany's data protection conianisss of the Federal government and of the States
(Lander) addressed the quality of anonymizatiomrgpes in their working paper on data protection-
friendly technologies (17th Activity Report, No5§. stating that the highest level of anonymitgisured
when personal data are not generated in the fissepBecause this is not always possible, it gently
necessary to define criteria for effective anonytion and for avoiding residual risks of re-ideiottion.

Anonymization procedures should always be basedestablished, state-of-the-art processes and
algorithms. Procedures developed in-house oftee kBavious shortcomings. Data should be deleted when
the purpose for which they were stored no longeliep - this is true in other contexts as well-od¢&dures

for anonymization should be taken into considerativeady during the development phase (see “Rrivac
by Design” and “Privacy by Default”, 23rd Activifgeport, No. 3.1) and implemented at an early stage.

In its opinion on anonymization techniques (WP 2160 April 2014; see also No. 3.1.4 in this repdhe
Article 29 Working Party tested the robustnessamhetechnique based on three criteria:



- Singling out: The possibility to isolate someatirrecords which identify an individual in the daét;

- Linkability: The ability to link, at least, twaecords concerning the same data subject or a grodgta
subjects;

- Inference: The possibility to deduce, with sigzaht probability, the value of an attribute frohet
values of a set of other attributes.

According to the Article 29 Working Party, only s8® solutions offering protection against all thofe
these risks are able to rule out the possibilityeeidentification (see Box b for No. 2.2.3).

Use of pseudonymization

In its opinion, the Article 29 Working Party alsteared up the misconception that pseudonymizatian i
technique for anonymization, thereby contradictrggtain interest groups who would like to define
pseudonymized data as a separate class of pedsinal

Pseudonymization precisely does not meet the tritia for effective anonymization.

But pseudonymization may make sense when anonygiziata is out of the question. For
pseudonymization to be effective, similar princgplpply as to anonymization. In addition, it is essary
to ensure that data can be re-identified only umstiést conditions and for a very limited grouppEople.
In its opinion, the Article 29 Working Party listedInerabilities and common errors in this regard.

Pseudonymization, anonymization within the framewok of the reform of European data protection
law

In the context of the negotiations on the GenehDProtection Regulation, the Federal Governmemit s
the Council Presidency a note concerning pseudarationh and anonymization, most of which | agree
with (see No. 1.2.4). The note proposes priviledimg processing of pseudonymized data under certain
conditions.

Box a for No. 2.2.3

Federal Data Protection Act, Section 3: Further dehitions

[...]

(6) Anonymization means the modification of perdatata so that the information concerning personal
material circumstances can no longer or only witlisproportionate amount of time, expense and labou
be attributed to an identified or identifiable midiual.

(6a) Pseudonymization means replacing a persomerand other identifying characteristics with aelal
in order to preclude identification of the datajegbor to render such identification substantidilicult.

o

[...]

Box b for No. 2.2.3



Example:

A federal institute has a database on an extrenaety disease. The data are anonymized so thattloaly
data subjects’ city or town of residence is stofalit is initially almost impossible to identifgdividuals.

Over time, however, additional content about thividual data subjects is added: when they haddiaro
an accident; later, additional illnesses are added,In individual cases, it is now possible teritify a
specific person, especially if he or she lives small community.

In this case, the data hamet been anonymized, because the addition of furth&a thakes it possible to
link records (risk: Linkability) relating to an inddual, to single out (risk: Singling out) an indiual and
thus to re-identify a specific person.

2.3 Decisions by the European Court of Justice

The European Court of Justice delighted or shocketepending on one’s perspective relating to data
protection law — the data protection community with single month with two decisions: While itsing|

on data retention did not surprise the expertsdétsision on the obligations of search engine dpesa
came like a thunderclap. With both decisions, tbeogean Court of Justice underscored the importahce
fundamental rights of data protection.

2.3.1 The end of data retention?

The European Court of Justice found that the DagteRtion Directive violated European law and
declared it to be null and void, even retroactively

The issue of data retention has been dealt witbategly in previous activity reports (most receirlyhe
24th Activity Report, No. 6.1 and the box for Na2p% After Germany’s Federal Constitutional Court
declared the act implementing the Data Retentiordiive (2006/24) to be invalid (judgment of 2 Marc
2010), the European Court of Justice also found ttigviolations of fundamental rights in the EUt®a
Retention Directive made it null and void (judgmeh8 April 2014, file ref. C-293/12 and C-594/1Zhe
court found that the serious and disproportionaterierence with the fundamental rights to resperct
private life and the protection of personal datased by the Directive violated Article 7 and Ari@ of
the EU Charter of Fundamental Rights. In particullae court criticized the Directive’s insufficieniles
and lack of specificity, stating that especiallywiaw of the far-reaching impacts and the informmatialue
resulting from the comprehensive surveillance & tommunications of practically the entire European
population, the EU legislation should have speditilearer and more precise rules. Only in this wawld

it be possible to ensure that the measures catiednfthe Directive were proportionate and limited
interference with fundamental rights to what iscHiy necessary.

Above all, the judges in Luxembourg criticized ttaet that the Directive was intended to fight sesio
crime but was not at all limited to the personslata needed to actually pursue this goal. Instba&d;ourt
found that it justified storing all communicationsgcluding those of persons whose communicatioes ar
subject to the obligation of professional secrecy.

The court also found that the Directive did neittegr down any objective criteria to limit the nunnku
persons authorized to access and subsequenthhesgata retained, nor did it make access to the dat
retained depend on a prior review carried out bindapendent administrative body or a court.

Further, the court found that the retention peragddé to 24 months had been set without providing
objective criteria to ensure that it was limitedaat is strictly necessary.



And the court found that the Directive did not rieguthe data in question to be retained within the
European Union and that independent data protedigrervision, which is explicitly required by the
Charter of Fundamental Rights, could not be fuligweed.

As a result of this judgment, there is no longéegal basis for data retention within the area cedey
European law.

However, many officials responsible for interiordasecurity policy as well as law enforcement
representatives continue to argue that data retemdicrucial in order to fight crime effectivelyé that
new national legislation is needed. But at the tilig report went to press, no answer was yet dortfing

as to how such national law would be able to satisé demands of the European Court of Justice. In
particular, the question of how to limit data retem only to communication that is in fact relevamhich
conflicts with the principles of comprehensive gndundless data retention, remains unanswered.

The European Commission has announced that ithlvatioughly review the judgment before assessing its
impacts with the participation of all stakeholdeks.a result, it is not yet clear whether therd b a new
initiative for a directive on data retention at &pean level.

It remains to be seen whether the European Coultigifce judgment spells the end of data retenban,
the shortcomings found by the court have cleartynshthat this form of data retention is not comiplati
with the protection of fundamental rights.

2.3.2 New obligations for operators of search eng  ines

In its ground-breaking judgment of 13 May 2014 @1/12), the European Court of Justice found that
search engine operators such as Google are resplensnder data protection law for the publicatioih o
search results, and that under certain conditidresytmust remove links from the list of search tesul
the request of users affected.

Probably very few expected this result from thertan Luxembourg: In the key issue, the judgment
departed not only from the final motion of the Adate General, which the judges typically followt bu
also from the position of the Article 29 WorkingrBa which had almost unanimously argued that ¢earc
engine operators were not responsible for procggsersonal data published on a third-party website
displayed as a link in their lists of search resulh its 2008 opinion on data protection issudsted to
search engines (WP 148 of 4 April 2008), the Agti2D Working Party left open whether search engine
operators are responsible for the search ressipdagied only in order to include the rules alressyed by
one member state on removing content data frorhsthef search results.

The European Court of Justice judgment in the Googbke has led to new perspectives and legal grtai

in a number of highly relevant questions of intetption: Almost as an aside the court said tharprises
intended to promote and sell advertising space earch engine results pages are to be regarded as
“establishments”, justifying the application of Bpean data protection law to third-country provéder
such as U.S. companies like Google. Because acgptdiDirective 95/46/EC, European law also applies
to companies outside the EU if the “processingavépnal data is carried out in the context of ttevities

of an establishment of the controller on the teryitof a Member State”. The European Court of dasti
found that this context exists if the establishn@ovides financial support for the data processing

Having even greater significance and broader irapios is the court’'s statement that, by using xirde
programmes to retrieve, record and organize daiahwh stores on its servers and discloses and snake
available to its users in the form of lists of sbaresults, search engine operators independerdbegs
personal data and are therefore responsible urdapdotection law.

The resulting obligation of search engine operatonemove, under certain conditions, links to witelss
with information about persons affected is righigen as significantly reinforcing data protection.



However, it has also been criticized as endangdhadreedom of the press and of expression. Adegrd
to these critics, the court focused too much onrttexests of the data subjects while neglectirmgititerest

of the general public in using search engines hatldf website operators, who rely on search esdioe
their audience and whose freedom of expressionfreediom of the press could be harmed. They also
argued that if in case of doubt, search engineadpex such as Google responded to the anticipkted 6f
de-listing requests by deleting links, the abitifysearch engines to function would ultimately iaited,
interfering with the ability to find Internet comtie So it is certainly appropriate to speak of “tlgt not to

be found”, rather than “the right to deletion”, base the court did not require taking down theioag
website but only removing the link to it.

In their resolution of 9 October 2014, the datatgrtion commissioners of the Federal governmentadnd
the States (Lander) welcomed the court’s judgmeut @alled for its effective implementation (see No.
1.2.2 and Annex 10). The Article 29 Working Partsessed the need for a uniform European response.
After intensive discussions, in late 2014 it pulid guidelines for implementing the judgment. Iditidn

to a summary evaluating the judgment and the iagulequirements for its implementation in practite
guidelines include assessment criteria intendedngure uniform practice by data protection autlesrit
when handling complaints about de-listing requtétsis have been rejected by search engine operators.

For a request for removal from a list of searchimmgesults to be considered legitimate, the seancfine
must display the link in question as the resulaafearch for the name of the data subject submittia
request. If this condition is met, the requeshientchecked to see whether the information on #iesite

in question is accurate, subject to special prateatr out of date; whether it is offensive or duédory;
and whether it would give the data subject reasofedr negative consequences or special threath. Wi
regard to the interest of Internet users in infdfom it is also necessary to consider whetherdat
subject is a public figure and whether the infoioratwas published for journalistic purposes. Théada
protection authority decides based on the factsadied weighing the various interests; a singlédiaon its
own can never be the deciding factor.

The catalogue of criteria should not be regardecoaslusive and can be expanded as additionalipahct
experience is acquired. No information on cases avaflable at the time this report went to predse T
guidelines may be accessed on my websgitey.datenschutz.bund.de

2.4 Data protection supervision now independenta  Iso at federal level

The German Bundestag passed legislation on 18 DeerePd14 making the office of the Federal
Commissioner for Data Protection and Freedom oddmfation an independent supreme federal authority
subject only to parliamentary and court supervision

Since this office was established in 1978, the Fddeéommissioner for Data Protection and Freedom of
Information (BfDI) has been located within the Fedéviinistry of the Interior. Although according tbe
Federal Data Protection Act the BfDI is independdnis subject to the legal supervision of the ératl
Government and the administrative supervision ef Hederal Ministry of the Interior. BfDI staff are
employees of that ministry, which is the supreméhanity, and the Federal Minister of the Interisrthe
superior with ultimate responsibility for personnwtters.

This organizational structure and the legal staifigthe BfDI do not comply with European law as
expressed in the 1995 European Data Protectiorcidies(95/46/EC), which requires member statesto s
up supervisory authorities which are “completelyapendent” in performing their assigned duties.

The European Court of Justice further specified ititerpretation of “complete independence” in three

judgments concerning Germany (2010), Austria (2048) Hungary (2014). Although the Federal

Government argued that the 2010 judgment appliédtordata protection supervision in the privatetee

at state level (see 23rd Activity Report, No. 2ithe 2012 judgment concerning the independence of
Austria’s data protection authority made it clelaattthe legal status of my office did not complythwi



European law either, as the Austrian case was sienifar to the legal situation in Germany under the
Federal Data Protection Act (see 24th Activity Rgpdo. 3.1).

The Federal Government finally realized the neethke legislative action, as | had been requedting
years, and presented a bill to that effect in sumg@d4. After the Bundesrat was consulted and the
Bundestag Committee on Internal Affairs held a jsubkaring of experts, the legislation was adojted
the Bundestag plenary on 18 December 2014 angbsad to enter into force on 1 January 2016.

Under the new law, my office will become completalgependent of the Federal Ministry of the Interio
the Federal Government will no longer be respoadit its legal supervision, nor the Federal Miyisif

the Interior for administrative supervision. My io# will be a new government agency with the stafies
supreme federal authority, subject only to ovelsighthe German Bundestag, and my decisions will of
course be subject to review by the courts.

In this way, Germany will fulfil the essential mmnum requirements of European law. But | had hoped f
more.

For example, | had suggested, among other thihgs,the new law should also provide for cooperation
and staff exchanges with all federal ministries attter supreme federal authorities. The BfDI wel loy

far the smallest supreme federal authority and kdle no executive agencies, so it will have tauiec
some qualified and experienced staff from otheregoment agencies. It would therefore be important f
staff to be able to transfer to and from other sop federal authorities. 1 am currently negotiatanrg
agreement to this effect with the Federal Ministfythe Interior. If the provision | suggested hazkb
included in the law, such an agreement with othipresme federal authorities could have been made on
secure legal basis.

To ensure legal certainty for the future structasea supreme federal authority, | had also proposed
providing in the law for the possibility of setting field offices, analogous to Section 2 (1) e ederal
Audit Office Act (BRHG).

A provision which would have made my testimony @uit and before parliamentary committees of inquiry
partly depend on the consent of the Federal Govenhiaind thereby still subject to executive approves
dropped after contentious political debate. Almadsthe experts at the German Bundestag’'s pubbeihg

on 1 December 2014 spoke out against this provisaendid |, because it would have constituted
unreasonable interference with my independencehali@uld have been problematic under European law.
The new law now makes clear that | am only oblidateconsult the Federal Government in cases which
could affect the core area of its executive residitg.

My office also needs greater powers to take adiuoth issue sanctions, especially in the area of zosd
telecommunications. If providers of postal or tel@unications services violate data protection
provisions of the Postal Act or the Telecommunaragi Act, the only action | can now take is to sutani
complaint to the Federal Network Agency (Bundesaggntur). Nor do | have the authority in this aiea
levy fines in case of violations of the Federal D&rotection Act. As a result, violations often go
unpunished (see 24th Activity Report, No. 6.9 wiitther references). By contrast, my counterparthe
federal states have effective powers to issue srdad prohibitions in every other area of the peva
sector; most are also authorized to prosecuteinoivdctions and levy fines. Parity between thesfatland
state levels is urgently needed in this regard.inguthe legislative process, | therefore insisteat this
issue should be addressed as soon as possiblaewtlor amended legislation, so that the effectwmegys

of intervention required by European law are fipatkeated also in the area of postal services and
telecommunications.

But independent data protection supervision requinere than just organizational autonomy, whichsdoe
not bring about the desired effect if it is not @opanied by the capacities and possibilities taiens



independent oversight. | can perform my duty asegotor of the fundamental right to privacy in cosipl
independence only if | have the necessary resoataey disposal.

The much-discussed draft of the EU’s General DatéePtion Regulation rightly considers providingala
protection authorities with the resources necessapgrform their tasks to be one element of thaplete
independence of data protection supervision.

Germany’s new law on the BfDI does not meet thespiirements. It does neither draw the necessary
conclusions from the organizational independenceéhefBfDI, nor does it address the existing under-
provision of resources, which is an even more ssrjwoblem. Particularly, but not only, in the dal@area

of monitoring the intelligence services, the humesources necessary to ensure the intensity oédtisns
which the Federal Constitutional Court believesngently required have been lacking for years édee

No. 5.2).

I can only hope that, in its budget debates, thdigh@ent will declare its support for effective dat
protection and will thus improve the protectiontbé citizens’ fundamental rights. Thanks to my bein
appointed by the German Bundestag, to my closearatipn with the Parliament and the fact that my
office will soon be organizationally independemtrfr the Federal Government, as a supervisory body |

in future be more closely associated with the Ramint. | therefore hope that the German Bundesilhg w
be more willing to provide “its” data protectiontharity with the necessary resources to performeggs.



4 Committee on Foreign Affairs / Committee on the A ffairs of the European Union /
Committee on Human Rights and Humanitarian Aid

4.1 International data protection - Article 17 ICCP R

National or European regulatory initiatives are rmifficient to address the ongoing globalizatiordata
flows. | have therefore been advocating the stiteemgjhg of privacy rights also at the level of imational
law.

As clearly demonstrated by Edward Snowden’s 20¥8lagions of government surveillance and by the
explosive growth of globally accessible data, nmatloor regional approaches to protect these data ha
only limited effect.

For this reason, | welcomed the Federal Governrearthouncement, in its eight-point programme, ithat
would support an additional protocol to Article 7 the UN's International Covenant on Civil and
Political Rights (ICCPR) to improve privacy protect at international level.

Unfortunately, the Federal Government's proposaldovene a conference of parties to the ICCPR found
few supporters. The Federal Government (FederaifiorOffice) also pointed out to me that UN-level
initiatives to improve privacy protection run thgkrof being watered down, ultimately resultingneaker
protection.

The German-Brazilian initiative for a General Asdinresolution (A/C.3/68/L.45) on the right to paisy
and charging the UN High Commissioner for Humanhi&igo submit an interim report on the protection
of the right to privacy in the context of
domestic and extraterritorial surveillance was mowre successful (see No. 4.3). In her report phbd

in June 2014 (A/HRC/27/37), the High Commissiorefers to existing international law provisions, tsuc
as Article 17 of the ICCPR, but finds shortcomimgth regard to the implementation of the provisiamns
national regulations and insufficiency as regangsesvision. She recommends that states shouldwevie
their own national laws, policies and practicesitsure full conformity with international humanhig
law and calls for a dialogue involving all intereststakeholders.

The 36th International Conference of Data Protectod Privacy Commissioners, which was held in
Mauritius from 13 to 16 October 2014, addressesl dipportunity for a multi-stakeholder dialogue @ad
protection in the context of modern communicatitgghnology with a resolution | supported (available
English on my websitewww.datenschutz.bund.dend atwww.privacyconference2014.9rgThe 35th
International Conference in Warsaw in SeptembeB2tdd already expressed its support for an addition
protocol to Article 17 ICCPR, to be based on theerimational Standards on the Protection of Data and
Privacy (Madrid Declaration) adopted by the Intéiorzal Conference in 2009 (see No 4.3; available on
my websitewww.datenschutz.bund.fle

It is a good sign that the Federal Government igicaing its efforts to improve the protection ofvacy
at international level. This is proven by Resolutia/C.3/69/L.26, which Germany and Brazil again
introduced in late 2014 and which is availablehatWnited Nations’ websit@ww.un.org

| fully support the German-Brazilian initiative ttesignate a special rapporteur for the debatetheeright
to privacy in the digital age.

4.2 Conference of European Data Protection Authorit  ies

In 2013 and 2014, the annual Spring Conferenceunbiean data protection commissioners focused
above all on the future of data protection in Eugop



The Conference of European Data Protection Autilestiin which data protection authorities from Epgo
participate along with representatives of the EaempCommission, Council of Europe and the OECD, is
traditionally held in April or May every year ansl thus known as the “Spring Conference”, to distisiy

it from the International Conference of Data Prtitecand Privacy Commissioners, which regularlyetak
place in autumn (see No. 4.3 below). The Spring f€ence offers a forum for sharing ideas and
experience among all the data protection autheritieEurope; it thus includes not only those wittiie
EU, but also data protection commissioners fromr€dwf Europe countries, in particular the cousgrof
south-eastern Europe.

The Portuguese data protection authority hoste@®& Spring Conference, which took place in Lisbon
on 16 and 17 May. Conference participants discusseéuture of data protection in Europe and adbpte
resolution in which the European data protectiommissioners stressed that the reform of EU data
protection legislation and the update of the CdusfcEurope data protection convention, which ao¢hb
currently under way, must be coordinated in ordeavoid any contradictory evaluation later on. The
Spring Conference also adopted resolutions on ems@ppropriate data protection at Europol and on
safeguarding data protection in a transatlantie-frade zone, which the Conference participantsiden
crucial (on TTIP, see No. 8.7).

The Council of Europe and the French data protediahority CNIL co-hosted the Spring Conference in
Strasbourg on 5 June 2014. The central topic wasawing Europe-wide cooperation among data
protection supervisory authorities, especially widgard to multinational or globally active entésps.
With this in mind, the Conference established akimgy group to draft proposals in time for the next
Spring Conference. | support their activity becalugelieve cooperation among the supervisory aitiher

is absolutely essential to perform the assignddstaHectively (see No. 4.4). The Conference athapéed

a resolution on updating the Council of Europe @mtion on data protection. The resolution callglen
Council of Europe member states to maintain a k@gél of data protection even if non-member statan

to accede to the convention.

The text of the resolutions adopted at the 2013241id! Spring Conferences is available on my website
www.datenschutz.bund.de

The next Spring Conference will be held in Manclest May 2015, hosted by the British data protetti
authority.

4.3 International Conference of Data Protection and Privacy Commissioners

The International Conference of Data Protection &rivacy Commissioners addressed key issues of the
future and adopted initiatives to improve globabperation.

After two meetings in Latin America (in Mexico inO21 and Uruguay in 2012), the International
Conference of Data Protection and Privacy Commiss® returned to Europe in 2013: The 35th
International Conference of Data Protection and/d@s Commissioners was hosted by the Polish data
protection commissioner in Warsaw on 23-26 Septe@d&3. Under the heading “Privacy: A Compass in
a Turbulent World”, the Conference took on the tabkffering orientation for users and stakeholdars
world that is more and more complex, with new amaeasingly data-intensive applications and sesvice

During the closed session, which is reserved fda ggotection commissioners and their deputies, the
Conference focused on the “appification” of socighe fact that small software applications (“app'e
constantly being developed for new purposes antiins, especially for mobile devices (smartphones
and tablets) and offered to consumers, often ffeharge. To use these apps, however, consumeatiyusu
have to allow the application to access the datthem mobile device, often including the user'sdtbon
data and thereby enabling the creation of moveimeriiles. For this reason, in its Warsaw Declaratm

the “appification” of society, the 35th InternatadrnConference said that the principles of datagutain,
such as purpose limitation, necessity and datanmmation, must apply to these innovative applicadio



too, and that users need sufficient transparenoutalvhich of their data are collected and how they
processed.

As further aids to orientation, the Conference aslopted resolutions on profiling, web tracking and
digital education (all resolutions available on wgbsite www.datenschutz.bund.jle

At the initiative of my office and with support fro data protection authorities in Europe, Asia and
America, the 35th International Conference adop#edesolution on anchoring data protection in
international law and called on governments worttbvio advocate a binding international agreement on
data protection. To do so, the resolution propdagkling on Article 17 of the ICCPR covering the
protection of the home and privacy and on the hatttonal Standards on the Protection of Data and
Privacy adopted by the International Conferenc20®9 (see also No. 4.1).

In 2014, the International Conference met for ih& fime in Africa, where the data protection aurity of
the Republic of Mauritius hosted the event on 139t6ber.

The closed session focused on the Internet of Bhiisge also No. 2.2). Advances in miniaturization
technology have made it possible to incorporate@msninto smaller and smaller devices which are &bl
constantly gather data. One example is fitnesstlvengls which constantly record the wearer's hesdd r
and number of steps taken and transmit this infaomao a mobile device such as a smartphone dettab
where it can be further processed using a healph Blpis continuous collection and storage of pesikon
data enables the creation of extremely detailedichaal user profiles which can reveal a great deal
information, including sensitive information, abdhe wearer, especially if Big Data analyses aedus
The Mauritius Declaration on the Internet of Thirigerefore calls for greater protection for useleta, for
example by making use of anonymized data. In pdaiche use of data for purposes other than tfmse
which they were originally collected and transfédata to third parties (“out-of-context use”) skibbe
strictly regulated. And when purchasing an Inteofethings device, consumers should be informediabo
how it will process their data.

The resolution on Big Data, which | co-sponsorezhglwith the resolution on the right to privacytiie
digital age, should also been seen in this confien. latter refers to the UN General Assembly' sigon

of December 2013 on the same issue, which was edaitthe initiative of Germany and Brazil in the
wake of the mass surveillance programmes run ktgicegovernments and revealed in summer 2013 (see
No. 4.1).

The International Conference also adopted a réenlain increasing cross-border cooperation amotg da
protection supervisory authorities and approvedelated cooperation agreement (all resolutions are
available in English avww.privacyconference2014.oemd on my websiteyww.datenschutz-bund.jle

The 37th International Conference of Data Protectimd Privacy Commissioners will take place in
Amsterdam from 26 to 29 October 2015.

4.4 Improved cooperation among the European data pr  otection authorities

Proven instruments and new initiatives have stiesigéd and deepened cooperation among the data
protection authorities in Europe.

Spring Conference Working Group on European Cooperton

In spring 2014, the Conference of European DatéeBtion Authorities established a new working group
intended to improve cooperation among the Europmgrervisory authorities beyond those in the EU
member states (see also No. 4.2). The Working Gioap-chaired by the French data protection aitthor
CNIL and the Council of Europe’s Ad hoc Committee Data Protection (CAHDATA). The Working



Group'’s results are to be presented at the Sprowgfefence in 2015. Because | believe that crosddor
cooperation among data protection authorities solibely essential to ensure effective supervision,
support the establishment of the Working Group @mdparticipating in its activities.

Case-handling workshops

As in previous years, case-handling workshops vageen offered during the reporting period under the
aegis of the Conference of European Data Protedtiathorities: in Sarajevo (Bosnia-Herzegovina) in
October 2013, and in Skopje, former Yugoslav Reiputfi Macedonia, in October 2014. The workshop
format has proved useful for sharing experience lamalwvledge among the European data protection
authorities. The workshops are intended to enceucagsistent and uniform practice to ensure th&t da
protection authorities achieve similar solutionssitmilar problems of data protection. Staff of newata
protection authorities in particular can benefinfrthe others’ experience and familiarize themseivich
specific, practical problems and questions thateain daily practice. | support the model of caareting
workshops, because sharing experience and helghrey data protection authorities in Europe is very
important to me.

European administrative assistance

The European Commission’s Technical Assistancel@afiodmation Exchange (TAIEX) has proved useful
in helping data protection authorities in the cdatk countries for accession to the EU, providailptted
assistance and support in individual cases. Asravipus years, during the reporting period | asslist
various data protection authorities, especiallganth-eastern Europe. For example, | participatezkpert
missions in Montenegro and the former Yugoslav Répwf Macedonia and hosted visiting delegations
from the data protection authorities of the RepubfiMoldova and Albania at my office.

| also advised the office of the Ukrainian parliant'® ombudsperson for human rights, which in eal§3
assumed the function of a data protection supenvigothority in Ukraine. |1 would like to thank the
German Foundation for International Legal Coopera{ilRZ) in Bonn for its helpful assistance in this
context.

New European Data Protection Supervisor

The first European Data Protection Supervisor (EDPS8ter Hustinx, left office in late 2014; hisrtehad
already expired in January 2014, but he contingealcing EDPS until a successor was appointeduldvo
like to thank Mr Hustinx for his tireless efforts dehalf of privacy as an inalienable fundamernitgitrin
Europe and the world. | would also like to conglatizi Giovanni Buttarelli, the former deputy EDPS§, o
his appointment as the new European Data Prote&igervisor. | look forward to working together
productively and on the basis of mutual trust.

4.5 OECD: Working Party on Security and Privacy in  the Digital Economy

Following intensive preparations by its Working Baon Security and Privacy in the Digital Economy
(SPDE), the OECD adopted revised guidelines ompthtection of privacy in summer 2013. The Working
Party is currently updating the guidelines on daggurity.

During the reporting period, the Working Party orfiormation Security and Privacy, (WPISP) of the
Organization for Economic Cooperation and Develapn@ECD) worked on finishing the OECD Privacy
Guidelines (see also 24th Activity Report, No. 2)4Following intensive discussions within an exper
group, whose efforts | also contributed to, it wiecided to retain the eight existing data protectio
principles, including transparency and purposetétion in data processing. New additions are pgivac
management programmes which businesses must yseuide their customers and the authorities with
information relevant for privacy protection. Theanguidelines also call for data breach notificatiortase



of violations of data security or data protectiord atress the importance of international coopamaith
view of growing global flows of data.

In early 2014, WPISP was renamed the Working PamtySecurity and Privacy in the Digital Economy
(SPDE). In line with the mandate expressed in @& mame, the SPDE is concerned not only with
protecting privacy, but also with ensuring the sigwf personal data. With this in mind, the OEGD’
2002 guidelines on data security are currently doeipdated to reflect the growing economic and sakie
importance of the Internet in OECD member statesvels as new technological developments such as
cloud computing and the Internet of Things. Theaipd guidelines on data security are to be addpted
the end of 2015.

4.6 Council of Europe: A modern foundation for data protection law in Europe

The efforts to update the Council of Europe Corigarit08 are making good progress. The Convention on
the Manipulation of Sports Competitions could beerdata-protection friendly.

The Council of Europe Convention for the Protecdrindividuals with Regard to Automatic Processing
of Personal Data (Convention 108), which enter¢ad farce in 1981, is long overdue for updating,egiv
the many technological innovations in the fielddafta processing over the past 30 years (see atho 24
Activity Report, No. 2.4.5). But it has not yet bepossible to finish revising the Convention white
negotiations on the EU’s General Data ProtectioguRgion (see No. 1) are still going on, becausspor
goal of modernizing the convention is to largelyrhanize the regulatory frameworks of the Council of
Europe and the EU.

From the negotiations, improvements to the Conweentire already apparent, which | am very pleased
about. Of special note are the expansion of thev@uion’s scope to include manual data processim,
explicit mention of especially sensitive persoraiadsuch as biometric and genetic information, (@ander
certain conditions) the opening of the Conventiombn-member states of the EU and the Council of
Europe. The last-mentioned in particular leadsdpés that European data protection values coudvec
more attention also beyond Europe in future.

Unfortunately, | cannot directly participate in thegotiations on modernizing Convention 108 butaaly

be heard indirectly through my cooperation with tederal Ministry of the Interior, which represents
Germany in the working party. In its resolution ®fJune 2014, the Conference of European Data
Protection Authorities called for direct particijpett by the national data protection authorities.

The Committee of Ministers of the Council of Euragso adopted the Convention on the Manipulation of
Sports Competitions, which was signed by the spimisters of the Council of Europe member states on
18 September 2014. In participating through the IEaderal Ministry of the Interior, | made propcstd
better anchor data protection in the Convention.

4.7 International data protection: Individual issue S

Along with special issues of participation in imtational organizations and bodies, during the rappr
period | focused on various individual issues dhdaotection at international level:

As in previous years, | carefully followed the tdsrin data protection in the U.S. (see No. 4.7.1).

New developments, which some of my European copatty and | supported, have resulted from the
efforts of the EU and APEC to compare certain gatgection rules from each of their areas of ajgiin
(see No. 4.7.2).



And | kept an eye on the issue of how passengeren@oords are used, especially by the security
authorities, in Europe and other parts of the w(gék No. 4.7.3).

4.7.1 Trends in U.S. data protection law

Despite some encouraging signs, the developmetatafprotection law in the U.S. stagnated during th
reporting period. Massive surveillance without reaable suspicion by the U.S. intelligence services
threatens the rules on data transfers between ti$e &hd Europe.

In his state of the nation speech in February 2B18sident Barack Obama gave reason to hope fategre
attention to data protection in the U.S. when Inessed the value of protecting privacy. In May 20hé
Podesta Report addressed the impact of Big Data gawke the U.S. government numerous
recommendations for improving data protection, udolg a call for legislation on data breaches and
recommendations that U.S. law on privacy protecsbould also cover non-U.S. citizens and that the
Consumer Privacy Bill of Rights should be expanded.

Unfortunately, no action has been taken beyondetb@smouncements. Neither the Consumer Privacy Bill
of Rights, presented in 2012 (see 24th Activity &epNo. 2.5.4) nor the recommendations in the Bade
Report have led to any legislative proposals.

On 25 April 2014, a New York district court rulduat Microsoft was required to give an unspecifie®.U
government agency information about a customensa#-account (see No. 9.3.2). This decision has
special relevance, because the search warrantoarfideation order also cover data stored on selvetse

EU, in this case in Ireland. The court found thaBUaw applied also to these data simply because a
company with headquarters in the U.S. was involVdds extremely broad interpretation of the scope o
U.S. law which completely ignores the regulatogniework for data protection in Europe is one reason
for concern; another is the fact that internatiomaftual legal assistance treaties intended for sases
were not applied.

The global surveillance activities of the U.S. iligence services revealed in 2013 by Edward Snowde
also raise fundamental questions about data tnanbietween the EU and the U.S. based on the Safe
Harbor agreement. With its trust in the U.S. hargibf personal data permanently shaken, in sumoEs 2
the conference of federal and state data protead@mnmissioners announced that they were checking
whether data transfers by German businesses unele@afe Harbor system would have to be suspended.
Reports by the Center for Digital Democracy, a W&sumer protection and privacy organization, of
major violations of the Safe Harbor principles dadk of oversight by the Federal Trade Commission
raised further doubts as to whether existing rulese being followed.

So the European Commission’s intensive review ef 8afe Harbor principles in late 2013 was both
sensible and necessary. As well as the problem.®f idtelligence services’ access to data, the aao
Commission identified additional structural probtemith the Safe Harbor principles, including prabse

of transparency, oversight and the enforcement aif dsubjects’ rights; the review resulted in 13
recommendations for improving Safe Harbor. Conttarthe original plan, the talks between the Euaope
Commission and the U.S. authorities are still goimg. The Conference of the data protection
commissioners of the Federal Government and of theStates (L&nder) therefore asked the
Commissionpresident for a status report in late 2014.

More encouraging was the news that the FTC finedSRe $200,000 in late 2014: TRUSTe, which many
U.S. participants use to certify their complianaéhveafe Harbor principles, had failed to conduuhuzal
data protection inspections in more than a thousasés from 2006 to 2013. Although the fine iseath
low given the large number of cases and the lenfitime during which the failures occurred, | sugpo
every indication that the FTC is taking its datatpction duties seriously.

The current discussion of Safe Harbor receivedastbahen the Irish high court presented a refeorsihe
European Court of Justice dealing with the divissbrtompetences between the Commission and ttre Iris



data protection commissioner as well as with thpaich of activities by the U.S. intelligence sergiam
the reliability of the Safe Harbor principles. | dooking forward to the decision of the Europeanuof
Justice, the political significance of which shounlat be underestimated.

4.7.2 BCR and CBPR proving difficult to reconcile

A comparison of EU and APEC requirements for apgakov certification of rules on cross-border data
transfers by private businesses shows some sitiégrbut mostly significant differences. The summa
chart drafted by the Article 29 Working Party ahé tAPEC’s Data Privacy Subgroup is intended to help
interested businesses prepare for the necessarginaton procedures.

For the EU and the countries of the Asia-Pacifioritenic Cooperation (APEC), special provisions apply
to private-sector transfers of personal data tal tbbuntries. At EU level, these are binding cogperules
(BCR), which are anchored in Section 4c (2), fashtence, second half-sentence of Germany’s Federal
Data Protection Act; they are directed above athattinational companies with multiple subsidiariés

the level of APEC, the equivalent of BCR is thessrborder privacy rules (CBPR), which must comply
with the APEC Privacy Framework adopted in 2005.

On the EU side, the approval procedures for BCRe hmoved effective over the years and have been
considerably speeded up with the help of the mut@dgnition process. In the meantime, dozens @R BC
have been approved in Europe, including those aftédde Telekom AG in April 2014, under my
supervision (see also No. 8.8.9).

By comparison, there is less experience with th®€RBystem, which was only established in 2011 abut
number of businesses in the U.S. have already ¢réified using this system.

Because many companies do business in both APEEEntbuntries, they understandably asked for the
approval procedures for BCR and certification foe APEC CBPR system to be combined into a kind of
dual certification or at least simplified. To do, ogroup made up of representatives from the larg®
Working Party and the APEC Data Privacy Subgrowgftdd a summary chart comparing the requirements
for BCR approval and certification criteria for tiBPR system. On the EU side, the Article 29 Wagkin
Party adopted this document as its Opinion 2/204R @12 of 27 February 2014); on the APEC side, the
document received support from the APEC Seniorciaf§ Meeting 1 (SOM1) in February 2014. In early
March 2014, the chart was presented to the pulblithe margins of the Global Privacy Summit of the
International Association of Privacy Professior(#dP) in Washington, D.C. (see No. 3.1.3).

Although the chart was drafted with the aim of iifging what the two procedures had in common, asw
soon clear that the differences far outnumberedstimélarities, for example regarding the geograghic
scope of application, rights of data subjects aaithing requirements for staff involved in data gessing

in a business. Nonetheless, | hope the chart il linterested businesses in preparing BCR approval
procedures or CBPR certification procedures.

The next task of the EU-APEC expert group is nowcdmpile case studies for conducting the two
procedures in practice, using examples of certifiechpanies. This is intended to serve as the fdiorda
for drawing up additional, practical information te@dals, such as checklists, for interested busems

I will continue to assist with the EU and APEC efoto increase the interoperability of their data
protection regimes and am participating in the entrproject of the joint EU-APEC data protectiopert

group.



4.7.3 New challenges regarding passenger name recor  ds

National legislation, demand by a wide variety afty@s for the data and the problem of travelling
jihadists have put law enforcement processing a®lai passenger name records back on the political
agenda. The European Parliament has asked the Earofourt of Justice to review the PNR agreement
with Canada while opening the way for a EuropearRP\stem following the terrorist attacks in Paris.

Not too long ago, there seemed to be little newsgport on this issue, a fixture of previous atyiveports

(see 22nd Activity Report, No. 13.5; 23rd ActivlReport, No. 13.9; 24th Activity Report, No. 2.5&)er

the European Parliament held up the creation ofiean passenger name record (PNR) system. PNR
data were quietly transmitted to the U.S. and Adistron the basis of existing agreements. But then
debate over the purpose and usefulness of a Eurdpi& system again picked up steam, for various
reasons:

Firstly, various member states initiated nationdés on creating PNR systems — ironically enougth wi
funding from the European Commission, whose owrp@sal did not receive majority support in the
European Parliament.

Secondly, already before the Ukraine crisis Rusk&hpassed a law requiring airlines landing atsiRums
airports and flying over Russian territory to sub®NR data. It was possible to limit this initialty
Advance Passenger Information (API), that is, ddtech can be retrieved from passengers’ passports.

Due to the growing number of jihadists heading yiéSand Iraq, the political discussion of passenge
name records had heated up already before th&kaita®aris. The argument that passenger namedsecor
could significantly help fight terrorism gave nempetus to the debate at European level. After #misP
attacks, the issue of PNR was central to the meadliscussed in reaction to the attacks. The Earope
Parliament has reacted to this. By the majorityate up its fundamental opposition, thereby making
possible to create a European PNR system.

| continue to doubt whether storing the passengearenrecords of all airline passengers in the atesefc
concrete suspicions is necessary or proportioddtthe time this report went to press, no new lagjige
proposal had been drafted. Whether storing such iddawful will largely depend on what restrictioan

the processing of passenger name records resuit fhe European Court of Justice judgment on the
retention of telecommunications data (see No. 2.3.tielieve that this judgment is very relevant floe
retention of passenger name records as well, amdntjority of the European Parliament seems toeshar
this view, as the Parliament has asked the Cougview the PNR agreement between the EU and Canada
Clearly, the European Court of Justice is incragigimaking on the role in the field of internal seity
played by Germany's Federal Constitutional courtthe years after 9/11: setting the boundaries of
lawfulness in counter-terrorism and occasionallyitigto restrain lawmakers in the process.

7.3 SWIFT agreement
The first request for information under the SWIKFeement was sent to the U.S. Treasury.

The SWIFT agreement concluded between the EU and 1. in 2010 is supposed to detect the movement
of payments intended for terrorist financing; ibyides a right of access for data subjects (Artdid&¢ as
well as a right to rectification, erasure or blaoxki(Article 16) of data sent to the U.S. under térens of

this agreement. Although these are personal righdata subjects, they can only be claimed by going
through the national data protection authority, alihihen sends the request for information, reetii@r,
erasure or blocking to the U.S. Department of trea3ury (DoT).

In 2013, the EU and the DoT agreed to simplify #osnplicated procedure by having the national data
protection authority verify the requester’s identiCopies of official identity cards do not haveb sent to



the U.S., as originally agreed. After verifying titkentity of the person making the request, théonat
data protection authority forwards the requesth® DoT. The DoT does not respond directly to the
requester; its response is also sent via the ratttata protection authority.

Experience has shown that EU citizens are notceffily familiar with their right of access. Althgh the
agreement was adopted in 2010, Germany was theElilsmember state to submit such a request to the
DoT, in November 2013. With a reference to Artitke (2) of the agreement, the response was verf; brie
but it did confirm that the requester’s data prtitecrights had not been violated.

| will continue to monitor the implementation oftlagreement and help individuals with their recgiémst
information about their personal data (see 23rdvitgtReport, No. 13.6 and 24th Activity Report, No
2.5.1).

7.5 Foreign Account Tax Compliance Act (FATCA)

In 2014, data on persons subject to U.S. taxes aatected under the FATCA agreement for the first
time.

The bilateral FATCA agreement between Germany hadkS. entered into force on 11 December 2013.
It clarifies the framework for the U.S. and Gerntar authorities to regularly share information givate
bank accounts in order to ensure effective taxafldre agreement was needed after the U.S. passed th
Foreign Account Tax Compliance Act (FATCA) in Mar2B10 covering assets held outside the U.S. by
persons and organizations subject to U.S. taxeforéng the Act led to major conflicts with data
protection law in Germany and Europe (see 24thvitgtReport, No. 2.5.5).

| was involved from the start at both European aational level in the process of implementing FATCA
and worked to ensure a reasonable level of datagiron, in particular by insisting on the datatpobion
principles of necessity and purpose limitation.

The FATCA Agreement to Improve International Taxn@iance is now being implemented via Section
117c of the German Fiscal Cod&bgabenordnungAQO). | advised making use of the authorization in
Section 117¢ AO to issue statutory instrumentsrideoto govern details of form, content, processing
security of data to be transferred to Germany'ssFadCentral Tax Office (BZSt).

The ordinance implementing the obligations arisifigm the FATCA Agreement FATCA-USA-
Umsetzungsverordnupgnd governing the collection and transmissionthef necessary data by financial
institutions entered into force on 29 July 2014rr@an financial institutions reporting data are rieggl to
register with the U.S. Internal Revenue ServiceSjlBnd to report the required data on financiabants

to Germany's Federal Central Tax Office. The dat ta be collected annually starting in 2014 and
reported to the Federal Central Tax Office by 3ly &i the following year, which will forward this
information to the IRS.

The Federal Central Tax Office will also forwardtte responsible tax offices in Germany information
provided by the IRS on persons who have bank ad¢santhe U.S. and are subject to German taxes.

I will continue to monitor this procedure for congplce with data protection law (see 24th Activitydert,
No. 2.5.5).

7.10 Fourth anti-money-laundering directive

A new EU directive is intended to improve the fagminst money laundering and terrorist financing.



International legislation plays a key role in figigt money laundering. The last three anti-money-
laundering directives, which primarily targeted glrarime and terrorism, have been transposed into
national law relating to money laundering. Sinc&2( fourth directive on money laundering has been
preparation (Directive of the European Parliamemd the Council on the prevention of the use of the
financial system for the purposes of money laumdedr terrorist financing). This directive is intid to
create a consistent regulatory framework to fighhey laundering and terrorist financing while takinto
account revised international standards presemieeebruary 2012 by the Financial Action Task Force
(FATF) working group on measures to fight moneyndering.

The new rules will allow a more efficient resportsenew threats from money laundering and terrorist
financing. The new directive will have an expandedpe and stricter due diligence obligations ant wi
improve the identification of the individuals betlia business.

The European Commission adopted the first proposedion of the new directive already in February
2012; in March 2014, the European Parliament agoeea preliminary legislative outline containingre
improvements relating to data protection law ardkemand to introduce a central register for idemtgy
beneficial owners. After publishing a general apgtoon the 4th anti-money laundering directivetinel
2014 that differed from the parliamentary propo#a, Council was able to agree with the Parlianoena
common proposal. The compromise text now requingly &ormal approval from the plenary of the
European Parliament and the Council.

The Commission consulted the European Data Prote&iipervisor (EDPS) at a late stage in the process
and then only informally. The draft directive waat presented to the Financial Matters Subgroumhef t
Article 29 Working Party, and thus also to the datatection commissioners, until February 2013 (dee
3.1).

The Article 29 Working Party wrote two letters,April and November 2013, to the European Parliament
expressing its data protection concerns. The sobpke anti-money-laundering directive is suppoged
extend well beyond the original goals of fightingmey-laundering and terrorism to include tax criase
well. But the terms are not sufficiently definedyr moes the draft clearly define the intended psepand
the purpose limitation. | also fear that, as plahnie simplified due diligence obligations no leng
conform to the risk-based approach pursued upwg meaning that data could be collected arbitraaiig

in excessive amounts. The Article 29 Working P#ngrefore calls for special regulations for thensfar

of personal data to third countries lacking a sigfit level of data protection.

The EDPS is also critical of the Commission’s pigdoand, in his opinion of February 2014,
recommended improvements to data protection. Hed&br applying EU data protection law, paying
greater attention to purpose limitation and prawdidata subjects with the right to know about the
processing of their data.

I will continue to follow the process in a spirit constructive criticism, at European level througly
participation in the Article 29 Working Party andttwregard to its implementation at national level.

8.7 TTIP

The negotiations on the Transatlantic Trade anegstment Partnership (TTIP) are proceeding withbet t
involvement of the data protection authorities. Tlegotiations must not be allowed to weaken Eunopea
standards of data protection.

The current, largely secret, negotiations betwémnHuropean Commission and the U.S. on TTIP give
reason for data protection concerns due to thendiete aims of the agreement, in view of the economic
interests of international companies, to reduceidrarto trade. After all, the central reason fog EU’s
Data Protection Directive (95/46/EC) was to reduos-tariff barriers to trade.



In its resolution on ensuring data protection itramsatlantic free-trade zone, the 85th confereridbe
data protection commissioners of the Federal Gauent and of the States (L&nder) (13 March 2013; see
Annex 5) called on the European Commission to renfiacused in the negotiations on the goal of a
community of values based on fundamental rights tangphold the fundamental right to data protection
guaranteed by the EU Charter of Fundamental Reyidisthe standards based on them.

I would like to be able to see the planned TTIPvi@ions for myself and form an opinion of their iagb

on data protection, but like all other data pratectauthorities, | am not allowed to take part e t
negotiations. | find it all the more unfortunatath am not allowed to participate in the Federatibtry of
Economics and Technology's TTIP advisory councihwened in May 2014, although data protection
issues play at least an indirect role there. Nartha Federal Government responded to my requearstg f
least rudimentary information on data protecticGués in TTIP.

The negotiating mandate issued by the European dlldonthe European Commission does not mention
data protection. By contrast, the free trade agesralready negotiated with Canada (CETA) explicitl
exempts data protection. Since CETA is regarded a®del for TTIP, | hope the latter will adopt this
arrangement too.

| am pleased that the Federal Government respaldgdninor interpellation in the German Bundestag b
stressing that it in principle always representesl gosition that the free trade agreement musteaok to
lower standards of data protection and must bée@thot only by the EU but also by the memberestat
(Bundestag printed document 18/2687, pp. 2 and 5).

| am happy to advise the Bundestag on data protelgiv issues ahead of this ground-breaking detisio

14.6 eCall: Using personal data to save lives

The eCall system has the potential to save maey by alerting emergency responders more quickty, b
it also entails privacy risks which European lawpirinciple takes into appropriate account.

Following an amendment of EU type-approval ruldispew models of cars will have to have built-inaiC
systems starting in 2018: In case of a serious at&ident, a predefined set of data will be sent
automatically or manually by a vehicle occupanttihe nearest emergency call centre, immediately
triggering an emergency response. Voice commupicgtio the vehicle can also be established.

Data sent include the physical location of the elehand its direction of travel, the time and tlehicle

identification number. But such automatic datagfanwhich as a rule is independent of the datgestib

control also entails privacy risks. | am involvedthe legislative process at EU level through thddral

Ministry of Transport and Digital Infrastructure NB/I). | have also participated in the meetings loé¢ t
national eCall implementation platform.

Provisions on eCall can be found in a decision iregumember states to create a network of emesgenc
call centres to process incoming eCalls. Data &etite call centres may only be used for the enmenge
response purposes pursued by the decision. In Ggrrifee federal states are responsible for building
operating these call centres in a manner consistiémidata protection.

In addition to this decision, an EU regulation vgbvern the specifications for the technology tdbhét
into cars. At the time this report went to prebs, megotiations on this regulation had not beenpbsted,
so | have not yet seen the definitive text, bydr@bably contains relatively detailed data protectiules.
The main thing is that the eCall system shouldb@able to track vehicles during normal operatidimat
is, in the absence of a serious accident which dveat off an eCall. Unfortunately, it was impossikd
give vehicle owners or users the possibility toatigate the built-in eCall system.



At the time this report went to press, it was net glear how eCall, which will be included in every
vehicle, will work with manufacturers’ own emerggrall services; eCall and such manufacturer-sjgecif
systems will probably not both be active at thees@ime. eCall is however supposed to go into operat

the vehicle owner has not subscribed to the optisevice, or if it fails to function. Ultimateljyyowever,
regardless of the technology, such services sHmildearly distinguishable from the eCall servia that
drivers may decide whether to use the manufacsigeivice, which may transmit more data from the
vehicle than necessary, instead of the eCall servic



